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National Cyber Security
Awareness Month (NCSAM)

 Oct 15-19, National Cyber Security Awareness Month, Week 3 

 Theme 
• It’s Everyone’s Job to Ensure Online Safety at Work

 Purpose
• When you are on the job – whether it’s at a corporate office, local restaurant, healthcare 

provider, academic institution or government agency ‒ your organization’s online safety and 
security are a responsibility we all share. And, as the lines between our work and daily lives 
become increasingly blurred, it is more important than ever to be certain that smart 
cybersecurity carries over between the two. Week 3 will focus on cybersecurity workforce 
education, training and awareness while emphasizing risk management, resistance and 
resilience. NCSA’s CyberSecure My Business™ will shed light on how small and medium-
sized businesses can protect themselves, their employees and their customers against the 
most prevalent threats.
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Rapid Global Mobility Depends on 
You to Keep Our Networks Secure

It’s Everyone’s Job to Ensure Online Safety at Work 
Sources:
1) https://www.dhs.gov/sites/default/files/publications/cybersecurity-101_4.pdf
2) http://www.centurylinkbrightideas.com/7-security-best-practices-for-employee

What AMC is doing:
• Patches 77K computers against 6K vulnerabilities/year
• Defends networks supporting 1.1K mobility aircraft
• Moving cyber capabilities to a Cloud-based service

What you can do:
• Educate yourself and be aware of evolving threats
• Regularly update your computer & backup critical data 
• Maintain good cyber hygiene & use anti-virus/malware
• Encrypt your data in transit using digital PKI certificates
• Always lock your computer/system when not in use
• Protect your PII & defend against social engineering
• Periodically change your password using best practices
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Do Your Part

Mobile 
Malware 
on the 

rise

The 5-Step Approach for Employers & 
Employees

Cybersecurity starts with understanding and managing your 
security risks. The 5-step approach is based on the National 

Institute of Standards and Technology (NIST) framework. 

 Identify – Develop an organizational understanding to manage 
cybersecurity risk to systems, people, assets, data, and capabilities.

 Protect – Develop and implement appropriate safeguards to 
ensure delivery of critical services. 

 Detect – Develop and implement appropriate activities to identify 
the occurrence of a cybersecurity event. 

 Respond – Develop and implement appropriate activities to take 
action regarding a detected cybersecurity incident. 

 Recover – Develop and implement appropriate activities to 
maintain plans for resilience and to restore any capabilities or 
services that were impaired due to a cybersecurity incident.

https://www.bbb.org/council/for-businesses/cybersecurity/the-5-step-approach/
https://www.nist.gov/cyberframework 
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National Cyber Security
Awareness Month (NCSAM)

Stay tuned!
Next week’s theme: “Safeguarding the Nation’s Critical Infrastructure”

For more information, please contact your local Cybersecurity Office 
or

MAJCOM Cybersecurity Office at:  AMC.Cybersecurity@us.af.mil
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